INTERNATIONAL FEDERATION OF AIR TRAFFIC CONTROLLERS’ ASSOCIATIONS

2.1

211

2.1.2

2.1.3

214

2.15

2.1.6

Ambient Workplace Recording
Position paper (excerpts only for the EASA NPA 2016-09 (A) )

The desire to record background communications

Area Recording can generally be described as “any type of recording, audio and/or visual,
instituted in an air traffic control operations room that accurately records the conversation of
controllers and the environment within an air traffic control operations room on a continuous
basis.” (Ottawa, 1994).

There is no clear definition of Ambient Workplace Recording (AWR). At this moment, the ICAO
Safety Management Panel (SMP) is discussing this issue. This paper is specifically focused on
audio background communications and the aural environment, excluding the use of video. The
Cockpit Voice Recorder (CVR) is another example of AWR (ICAO, Annex 13/19, 2006).

The purpose of AWR is to improve aviation safety by assisting in incident and accident
investigations. Not all verbal exchange of information is captured through the voice communication
system in the OPS room. For example, ATCOs working in close proximity may sometimes
coordinate without using the voice communication system.

Following the Uberlingen mid-air collision in 2002, the German BFU investigation board published
the following recommendation:
“To improve the investigation of future accidents and incidents ICAO should require ATS units -
in addition to present regulations- to be equipped with a recording device that records
background communication and noises at ATCO workstations similar to a flight deck area
microphone system. 1”

No requirement, but a recommendation came into place in 2006 when ICAO adopted an
amendment to Annex 11 (Air Traffic Services), recommending that:
“Air traffic control units should be equipped with devices that record background
communication and the aural environment at air traffic controller work stations, capable of
retaining the information recorded during at least the last twenty-four hours of operation.?”,

According to ICAO, the recommendation was made because:
“(...) in unfortunate circumstances word may stand against word as to exactly what transpired
at a given moment. This would include exchange of verbal information that takes place
between controller/supervisor, controller/maintenance engineer and between
controller/controller. The recording of background communication and the aural environment at
controller work stations may contribute to a better understanding of the sequence of events
leading to an accident or incident.3”

ICAQO’s recommendation was inserted into Civil Aviation Regulations of many countries worldwide.

1 German Federal Bureau of Aircraft Accidents Investigation (BFU), Investigation Report AX001-1-2/02 — May 2004
2|CAO Annex 11 Air Traffic Services, Chapter 3 Air Traffic Control Service, paragraph 3.3.3 — Thirteenth Edition July 2001, amended 2006
3 |CAO AN-WP/8041 Appendix A: “Summary of replies to state letter AN 13/1.8, AN 13/13.5, AN 6/1.2-04/93”
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In the following years several Investigative Boards recommended the actual implementation of
AWR, referring to the ICAO recommendation. Examples are:
- Luxembourg, 2010 (final report 2012): collision of a Cargolux B747-400F with an unoccupied
van, before touching down on the runway. Amongst the many recommendations, also was:
“that ANA (the ANSP) should implement the recommendation by the International Civil
Aviation Organization (ICAQO) in Annex 11 Air Traffic Services, paragraph 3.3.3. (...).” [LU-
AC-2012/002] 4
- Frankfurt, 2011 (final report 2012): loss of separation between Aeroflot A320 taking off and
Lufthansa A388 going around on parallel runways. Recommended was:
“that The Federal Ministry of Transport, Building and Urban Affairs (BMVBS) should pass
a decree regarding the implementation of the ICAO recommendation in Annex 11,
Chapter 3.33. Based on this decree the air traffic service providers should (...) [38/2012]°
- Amsterdam, 2012 (final report 2015): nine take-offs from an unavailable runway. One of the
three recommendations from the Dutch Safety Board to the ANSP was:
“give effect to the ICAO recommendation to also capture the background conversations at
air traffic control units. 6”

Existing policy and regulations

ICAO
The following text on AWR is implemented in ICAO documents:

Amendment 44 ICAO Annex 11 (2006)
CHAPTER 3. AIR TRAFFIC CONTROL SERVICE

3.3 Operation of air traffic control service

3.3.3 Recommendation.— Air traffic control units should be equipped with devices that record
background communication and the aural environment at air traffic controller work stations,
capable of retaining the information recorded during at least the last twenty-four hours of
operation.

Note.— Provisions related to the non-disclosure of recordings and transcripts of recordings
from air traffic control units are contained in Annex 13, 5.12.

4 Luxembourg Ministry of Sustainable Development and Infrastructure, Department of Transport, Report N° AET-2012/AC-01 — December 2012
> German Federal Bureau of Aircraft Accidents Investigation (BFU), Investigation Report 5x013-11—- 2012
6 Dutch Safety Board (OvV), Nine take-offs from an unavailable runway, 16 June 2012 Amsterdam Airport Schiphol —june 2015
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Annex 13, Attachment E
LEGAL GUIDANCE FOR THE PROTECTION OF INFORMATION FROM SAFETY DATA
COLLECTION AND PROCESSING SYSTEMS.

7. Protection of recorded information

Considering that ambient workplace recordings required by legislation, such as cockpit voice
recorders (CVRs), may be perceived as constituting an invasion of privacy for operational
personnel that other professions are not exposed to:

a) subject to the principles of protection and exception above, national laws and regulations
should consider ambient workplace recordings required by legislation as privileged protected
information, i.e. information deserving enhanced protection; and

b) national laws and regulations should provide specific measures of protection to such
recordings as to their confidentiality and access by the public. Such specific measures of
protection of workplace recordings required by legislation may include the issuance of orders of
non-public disclosure.

Annex 19, appendix 3 (EFFECTIVE NOV 2016)
PRINCIPLES FOR THE PROTECTION OF SAFETY DATA, SAFETY INFORMATION AND
RELATED SOURCES

6. Protection of recorded data

Note 1.— Ambient workplace recordings required by national laws, for example, cockpit voice
recorders (CVRSs) or recordings of background communication and the aural environment at air
traffic controller work stations, may be perceived as constituting an invasion of privacy for
operational personnel that other professions are not exposed to.

Note 2.— Provisions on the protection of flight recorder recordings and recordings from air
traffic control units during investigations instituted under Annex 13 are contained therein.
Provisions on the protection of flight recorder recordings during normal operations are
contained in Annex 6.

6.1 States shall, through national laws and regulations, provide specific measures of protection
regarding the confidentiality and access by the public to ambient workplace recordings.

6.2 States shall, through national laws and regulations, treat ambient workplace recordings
required by national laws and regulations as privileged protected data subject to the principles
of protection and exception as provided for in this appendix.

2.2.2 The ICAO Safety Management Panel (SMP) is at this time discussing Ambient Workplace
Recording, with the next meeting scheduled in January 2017. One of the goals is to come up with
a global definition of what AWR, or background voice recording, entails.

2.2.3 SERA
The Standardised European Rules of the Air (SERA) that took effect across Europe in 2014, does
not mention Ambient Workplace Recording; the ICAO recommendation was not incorporated.

2.2.4 EASA
In September 2016, EASA proposed a Notice of Proposed Amendment (NPA 2016-09), in which a
requirement for the recording of background communications is proposed:
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(proposed) ATS.OR.465 Background communication and aural environment recording

Air traffic control units shall be equipped with devices that record background communication
and the aural environment at air traffic controller work stations, capable of retaining the
information recorded during at least the last 24 hours of operation.

This proposal originates from the ICAO recommended practice in Annex 11. The text is almost the
same as ICAO Annex 11, with the important difference that that the requirement is mandatory
instead of a recommendation — indicated by the word ‘shall’ instead of ‘should’.
According to EASA:
“ICAO does not provide guidance on the scope and implementation of this requirement,
and evidence gathered by the Agency with the contribution of the RMG.0464 members
suggests that the majority of the EU Member States has not yet implemented this
provision, and that even when they have, there is a great diversity in the way it is
implemented.”

EASA stakeholders, including IFATCA, are able to comment on this proposed regulation until the
end of February 2017.

IFATCA

The first IFATCA guidelines on the use of recorded information dates from 1989, and the first
policy on AWR was adopted in 1994. The term used was ‘Area Recording’. Since 1994, the policy
has not been changed:

IFATCA Technical and Professional Manual
LM: Legal Matters — Accident and Incident Investigation
4.2.4.7 Use of recorded data

Audio, visual and area recordings, together with associated computer data and transcripts of air traffic
control communications are intended to provide a record of such communications for use in the monitoring
of air traffic control operations, and the investigation of incidents and accidents. Such recordings are
confidential and are not permitted to be released to the public. Such recordings are not to be used to
provide direct evidence such as in disciplinary cases, or to be used to determine controller incompetence.

2.6.2 Except for area recordings, recorded data shall only be used in the following cases:

a) when investigating ATC related accidents and incidents;

b) for search and rescue purposes;

¢) for training and review purposes provided all ATCOs affected agree;

d) for the purposes of adjusting and repairing ATC equipment. Area recordings shall only be used for
accident investigation purposes.

An arearecording may generally be defined as any type of recording, audio and / or
visual, instituted in an air traffic control operations room that records accurately the
conversation of controllers and the environment within an air traffic control operations
room on a continuous basis.

Access to recorded data shall be limited to authorised personnel for the purposes listed
in 2.6.2 above. Authorised personnel shall be mutually agreed by the controllers’
representative and the appropriate authority.

Recorded data used shall be identical as presented to and / or originated by the
controller at the relevant controller's position.
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IFATCA is opposed to the use of Visual Area recordings for reasons of invasion of
privacy. Prior to the installation of Area recorders, legislation shall be in place which
prohibits the use of any area recorder information against a controller in any criminal or
civil litigation or disciplinary proceedings of any kind. The legislation should provide for
substantial penalties for any breach of the legislation.

Except when an accident occurs, area recordings shall be capable of being erased when
a controller is relieved from his position. Controllers shall have prompt confirmation of
the erasure. Agreement between the Member Association and the employer on
procedures for the erasure of area recordings shall be established prior to the operation
of area recorders.

See: WP 159 - Istanbul 2007, WPs Nairobi 1987, WP7 - Acapulco 1990, WP 100 -
Bournemouth 1992, WP 151 - Ottawa 1994, WP 154 - Taipei 1997

The policy could be improved in several ways. First of all, the definition of AWR is not yet included;
it should be distinguished from Area Recording in general, which also includes video. Second, the
policy is fragmented and not in a logical order.

The paragraph on access to recorded data refers to a list of goals that starts with the precondition
that it is not valid for background recordings. Lastly, the current recommendation for erasing of
recordings is not practicable. Deleting the information as soon as an ATCO is relieved from the
working position, may be too fast. It can take longer until an incident is recognised and incident
investigator is initiated.

AWR implementation around the world
Figure 1 gives an overview of known countries that have AWR in operation (green colour) or do

not work with AWR (yellow colour), up to November 2016. An inquiry by ATC The Netherlands
(LVNL), performed for CANSO, has resulted in this overview.

Figure 1: Overview of known worldwide AWR implementation, inquiry by ATC The Netherlands (LVNL) for
CANSO Global ATM Safety Conference 2015 - Punta Cana, Dominican Republic. Updated Nov 2016.
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Dark green: AWR in operation. Yellow: No AWR. Light green: Voice Comm System already captures background.
Note: Eurocontrol ANSP is not made visual, but has no AWR in operation.

IFATCA TOC and PLC issued a questionnaire on the subject of AWR in Sep / Oct 2016. 22
Member Associations (MA’s) from all continents responded. MA’s were asked if AWR is currently
in operation and if not, what were the reasons for it. Also, individual ATCO’s were requested to
give their opinion on the advantages and disadvantages of the concept. The main results are:

In three of 22 responding countries, AWR is currently in operation: South Africa, Switzerland and
Algeria. For the countries that do not have AWR in operation, one or more of the following factors
caused this:

o MAreacted against it (33,3%)
Management decision (27,8%)
Technical issues (11,1%)
Other, e.g. AWR not considered yet (50%)

O O O

Advantages and disadvantages of AWR

According to the respondents on the IFATCA survey, the main advantage of AWR are that it can
aid safety investigations by providing a context that is not available in other information sources,
such as radiotelephony recordings. Listening to background recordings can provide greater insight
into the operational environment, especially when analysing verbal coordination between
operational personnel that is not conducted via a voice communication system. Examples are
quick verbal agreements between sectors (“You can descent with flight ...”) or in a tower
environment (“You can cross runway ... with flight ... / vehicle ...”). Coordination between ATCO’s
and supervisors, assistants and technical personnel are other cases that background recordings
can capture. This can help safety investigators to better understand what exactly happened.

User reports from our survey show that an operational AWR system raises several issues.

It is arguable whether the utility of AWR is being overestimated, particularly by transport safety
boards and management. There is so much data already available that a clear and sufficient
understanding of an incident can often be accomplished without the call for background
communications. Per one of the respondents: “The principle of commensuration needs to apply
(...) nearly all coordination and inputs are already recorded; hardly any benefit in our system can
be derived by AWR. The only use will be to blame the individual”.

In a busy operational environment, especially a control tower, it may be a challenge to capture all
the communication clearly and to determine what is said by whom. Coordination between ATCO’s
is often carried out non-verbally, for instance by hand signals or eye contact. Technical challenges
will be discussed in paragraph 2.4.

The most discussed disadvantages of background communication recording are privacy and Just
Culture issues. ATCO'’s describe an uncomfortable working situation, where controllers (could)
refrain from saying what they want or must say when they know they are recorded. An ATCO
reports having seen multiple workarounds and tampering with the system: “/ have seen everything
from paper cups to teddy bears over the microphones at a previous employer.” This topic is
discussed separately in paragraph 2.5.
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2.3.5 Inthe investigation for CANSO, countries that considered implementation were asked for reasons
why this was successful or unsuccessful’:
Arguments against AWR Arguments for AWR
No legal requirement for Area Recording ICAO recommendation, sometimes forced by CAA
No benefit to safety Helps incident investigation (fills the gaps)
(few events useful, enough data already)
Prohibitive Privacy laws Law amendments can be done if needed
Sensitive topic for social partners Guarantees in protocol
Many voices are recorded (technical issues) No technical problems (clear recordings)
Judicial use unclear Same rules as for other ATC recordings
Cost does not justify benefits Used ‘often’ (helpful especially in shift changes)
Emotional Threat to JC safety environment, No complaints / Evidence pro ATCO
Big Brother blame machine

2.5

251

25.2

253

253

254

Privacy and legislation

Of the 22 MAs responding in the IFATCA questionnaire, 84% is of the opinion that AWR affects
the privacy of an air traffic controller. It is clear that, when on duty, the ATCO is not in a public
environment. Depending on national laws, background recordings could eventually be released to
the public. When the recordings are used by a national transport investigation board or in court, it
is likely that the data cannot be protected, even while measures of protection are required by
ICAO (Annex 11, 13, 19) or even more stringent supra-national or national regulation.

National laws and Just Culture

The responses on the questionnaire demonstrate the anxiety for privacy issues. In the opinion of
the ATCOs the possibility for misuse is tremendous. A public piece of recording with controllers
talking about non-work related issues, could easily be placed in another context. Something
similar has occurred in the past when Cockpit Voice Recordings were published in the media. As
indicated in paragraph 2.3, this anxiety can lead to controllers being very cautious in having
personal conversations in the workplace and a tense atmosphere that is not benefiting the work
ethic.

The Just Culture principle entails that investigations on incidents will only be performed to improve
aviation safety and not to put blame on anyone involved. With AWR balancing on a line between
invading privacy and improving safety, it is essential that the safeguards rooted in the Just Culture
concept are respected when ANSPs choose to implement the system.

In Switzerland, the aviation law was changed in order to be compliant with the requirement of the
data protection delegate of the Swiss government. A legal basis was especially created to
implement the AVRE (Ambient Voice Recording Equipment) at Swiss ANSP Skyguide.

The New Zealand law was amended in 1999 to protect the confidentiality of CVR recordings, but
failed to protect analogous ATC recordings. A recent analysis by the Australia and New Zealand
Law Association states that it is “not satisfactory that on the one hand Annex 13 creates a

7 Inquiry by ATC The Netherlands (LVNL) for CANSO Global ATM Safety Conference 2015 - Punta Cana, Dominican Republic
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presumption of non-disclosure of ATC Recordings, whereas the New Zealand Official Information
Act creates a presumption of availability of such information.”

Access, storage time and deleting personal conversations

Another very important question is who should have access to the recordings within the ANSP.
While AWR recordings could be beneficial to any investigation, it is highly debatable if they should
be used for internal incident investigations. Being significantly detrimental to the privacy of
controllers, arguably only significant incidents with independent investigators involved could justify
its use. Incident investigation within the ANSP is often performed by fellow ATCOs or even
management — possibly leading to confidentiality and privacy issues. A possible solution is to
release background recordings only to an independent investigator, such as a transport safety
board. Another option is to use AWR recordings only for internal investigations, only when at the
same time an external investigation is initiated. This entails that AWR recordings will only be used
for incidents with a certain degree of severity.

To secure the privacy of ATCOs, personal information in aural recording could be stripped before
the recording is released to anyone. This should be done by a person who is separate from the
operation, but has sufficient knowledge of air traffic control to filter the recordings. To date we
have not encountered an MA where this is in effect, but the gains for protecting the privacy of
controllers is obvious. This might also be a way to use the background communication for internal
incident investigation. In addition, AWR transcripts shall be stripped from non-relevant
conversation before being published in any way.

The storage time of AWR recordings is important to consider as well. For privacy reasons,
recordings should be deleted as soon as possible after it has become clear that no incidents
occurred in the recorded timeframe. Cockpit Voice Recordings can be erased (scrambled) by the
pilots immediately after finishing an uneventful flight. For air traffic control, this is a bit more
complicated. It may be not immediately clear that an incident occurred, or if a certain recorded
period prior or after an incident is interesting to investigate. Therefore a longer storage period
seems reasonable to secure recordings for investigation. ICAO Annex 11 recommends a
minimum of 24 hours; storage time could be extended as a result of national regulations. As long
as privacy and access to the recordings are well organised, the actual storage time is less
relevant.

The implementation and use of the AVRE system in Switzerland follows a strict protocol. The sole
purpose is to serve investigations on accidents or serious incidents by the Swiss Transportation
Safety Investigation Board to improve aviation safety. Beyond that purpose the recordings can
only be accessed for maintenance reasons. Confidentiality applies to anyone involved in installing
and maintaining the system, with sanctions for misuse. A separate authority, accepted by both the
Unions and the ANSP, is the neutral owner of the data (including user management and access
rights). This entity is called ‘Authority of Trust’.

CONCLUSIONS
A growing number of ANSPs is considering the implementation of Ambient Workplace Recording
(AWR), as a result of the ICAO recommendation to do so (Annex 11, 2006) or because of

recommendations from their national transport investigation board.

The main advantage of AWR is that it can aid safety investigations by providing a context that is
not available from other information sources.

& Murray, Kim --- "The Confidentiality of Air Traffic Control Recordings?, The Ron Chippindale Address to the Australian and New Zealand
Societies of Air Safety Investigators, 2011 Regional Air Safety Seminar Wellington, 10-12 June 201" [2011] ANZAvBf 20; (2011) 57 Aviation Law
Association of Australia and New Zealand Aviation Briefs 18
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3.2 The technical concept of AWR is fairly simple and can be compared to a cockpit voice recorder;
however, as ATC workplaces often contain many more people than are in a cockpit it may be a
challenge to accurately record and distinguish between conversations.

3.2 While AWR is intended for the sole purpose of aiding incident and accident investigation, it raises
privacy and liability issues. ICAO Annex 19 prescribes that measures should be taken to protect
recorded data regarding the confidentiality and access by the public. In reality, it is known that
national privacy laws often conflict with these confidentiality requirements.

3.3 ATCOs working in countries that have experience with the AWR concept, report that the
advantage of the system may be overestimated by safety investigation boards and management.
The number of incidents where background communication might be helpful to an investigation
appears to be limited and non-verbal agreements are not captured. In return, the existence of
AWR can lead to a tense situation where controllers refrain from speaking freely.

34 Implementation of AWR can only be considered when a fully endorsed Just Culture is in place and
there is a high level of trust between all involved parties.

35 IFATCA calls on ANSP’s to investigate thoroughly, together with the Member Associations (MA’s),
if the predicted benefits of AWR outweigh the potential hazards. If such a system is to be
implemented, it is essential that a clear procedure is developed with respect to privacy, access
rights, storage time and possible filtering of personal conversations.

IFATCA position on AWR:

Audio, visual and Ambient Workplace Recording (AWR), together with associated computer data
and transcripts of air traffic control communications are intended to provide a record of such
communications for use in the monitoring of air traffic control operations, and the investigation of
incidents and accidents.

Audio and visual recordings and AWR are confidential are not permitted to be released to the
public.

Audio and visual recordings and AWR are not to be used to provide direct evidence such as in
disciplinary cases, or to be used to determine controller incompetence.

Except for AWR, recorded data shall be used only in the following cases:
a) when investigating ATC related accidents and incidents;

b) for search and rescue purposes;

c) for training and review purposes provided all ATCOs affected agree.
d) for the purposes of adjusting and repairing ATC equipment.

Access to recorded data shall be limited to authorised personnel. Authorised personnel shall be
mutually agreed by the controllers' representative and the appropriate authority.

Recorded data used shall be identical as presented to and / or originated by the controller at the
relevant controller's position.

Recorded Data — Specific policy on Ambient Workplace Recording (AWR):

Ambient Workplace Recording (AWR) may generally be defined as any type of recording, audio
and / or visual, instituted in an air traffic control operations area that records the conversation of
controllers and the environment within an air traffic control operations room on a continuous
basis.

IFATCA is opposed to the use of visual AWR for reasons of invasion of privacy
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AWR shall only be used to aid in incident and accident investigations to improve aviation safety.
The AWR system, including user management and access to the recordings, should be managed
by an independent authority within the ANSP, chosen jointly by management and Member
Association(s).

Before being published in an incident or accident report, non-relevant information shall be
removed from AWR transcripts.
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